weapons and their potential use by states with the consideration of use by nonstate actors (eg, terrorists). 3 More recent definitions of bioterrorism include both a broader range of potential biological agents as well as considering more diverse groups of potential targets and impacts of biological weapons. Spencer 4 defines bioterrorism as "the use of micro-organisms as weapons of catastrophic effect which can be described as: the category or method of use of a weapon system that results in a significant negative impact on a nation's physical, psychological or economic well-being, thereby causing a major modification of routine activity." This definition highlights several key points. First, it highlights that a wide range of microorganisms must be considered and that their impact is not merely physical but may also include psychological and economic factors. Spencer further elaborates on his definition of bioterrorism by stating "bioterrorism is best described as the use of micro-organisms (pathogens) or the products of living organisms (toxins) to inflict harm on a wider population, including animals and crops." 4 The elaboration on his original definition highlights that not only are humans directly vulnerable to bioterrorism but we are vulnerable through indirect attacks on our livestock or crops, which has also been termed agroterrorism. 5, 6 Other investigators broaden the definition further to not only include microorganisms and biotoxins but also larger organisms, specifically insects. 6 As with many other medical issues that intensivists face in their busy clinical and academic practices, pressured by ever-increasing time and budgetary restraints, there is a necessity to prioritize efforts and resources toward the most common and higherimpact concerns. It is difficult to provide a clear-cut answer as to where bioterrorism should be prioritized on this list. Although some experts state that the risk of a largescale bioterrorist attack is low, 7 in a more recent analysis, US Senators Graham and Talent quote their conclusion form the Commission on the Prevention of Weapons of Mass Destruction Proliferation and Terrorism in 2010, which stated "unless the world community acts decisively and with great urgency, it is more likely than not that a [biologic] weapon of mass destruction will be used in a terrorist attack somewhere in the world by the end of 2013." 8 Anthrax in particular remains such a concern, because of both the lethality of the agent and also the potential availability given the number of governments that produced weaponized anthrax in the past. 9 The later issue is of concern because of both the availability of expertise as well as the risk of residual caches of anthrax in failed states that are vulnerable for misappropriation. In addition, it may require less expertise to develop aerosolizable anthrax then previously believed. 8, 9 Box 1 lists the capabilities required of any organization, whether state or nonstate, to conduct and deliver a bioterrorist attack. Even a small or moderate bioterrorism event has the potential to overwhelm local medical resources and cause significant civil and economic disruption as a result of the psychological impact of such an attack.
Given the potential risk for a bioterrorism event and the major impact that could occur, these factors alone provide a strong argument as to why an understanding of bioterrorism is warranted for critical care physicians. However, if these arguments are not persuasive enough, the knowledge that critical care physicians will play a key role in a bioterrorist event, and that their effectiveness in responding to the event is dependent on their medical knowledge regarding bioterrorism agents, should compel one to take the time to read this review. Agents used for bioterrorism typically cause critical illness and therefore are of clinical relevance to the intensivist. Several of the category A and B organisms (see later discussion) also produce human infections in nature, and therefore, knowledge of their presentation and treatment can also be applied in nonbioterrorism settings.
The US Centers for Disease Control and Prevention (CDC) has identified and categorized a list of potential bioterrorism agents ( Table 1 ). The agents identified by the CDC have been accepted, by most authorities globally, as the highest priority for preparedness and research. Those agents from category A form the primary focus of this article. However, Relman 10 reminds us that it is important not to solely focus on the agents from the CDC list because they were largely driven by past military programs and do not include agents that were not of particular interest or relevance in the past but may be in the future given technological advances. In addition, military programs focused on weaponizing agents, whereas terrorists could seek to manipulate the natural spread of existing organisms or the development of novel strains. 10 
Agents
This section provides a basic overview and description of the commonly considered bioterrorism threats. Specific details about the epidemiology, diagnosis, treatment, and outcomes associated with each of the organisms follow in the subsequent sections.
Bacterial
Anthrax The bacteria causing anthrax is Bacillus anthracis, an encapsulated, grampositive, spore-forming bacilli. 7, 9, 11, 12 When seen on a Gram stain, it is often described as box cars given its appearance as a series of railway boxcars in a train viewed from above ( Fig. 1) . Bacillus anthracis is a soil-borne organism and can be found in the environment globally. The organism grows quickly on standard culture media (6-24 h) and its spores are highly resistant, potentially being viable for decades. In naturally occurring infections, the organism may infect humans by transcutaneous inoculation (cutaneous anthrax), ingestion (gastrointestinal [GI] anthrax, including oropharyngeal), or inhalation (thoracic anthrax). In terms of use as an organism of bioterrorism, it is most likely to be delivered in its spore form as an inhaled agent. Once inhaled, Bacillus anthracis spores enter alveolar macrophages by phagocytosis and are transported to regional lymph nodes, where they germinate, typically within 2 to 5 days but they may be delayed up to 60 days. 9, 13, 14 Symptoms start after germination and bacterial replication begins to occur. What causes the variability in incubation period associated with the time from infection with spores to germination to the vegetative bacillus is unknown.
Bacillus anthracis produces 2 exotoxins: edema and lethal, comprised of 3 components: (1) edema factor (EF), which impairs neutrophil function and disrupts cell water hemostasis, resulting in massive edema; (2) lethal factor (LF), which causes release of tumor necrosis factor a and interleukin 1b, which are believed to mediate the severity of illness produced; and (3) protective antigen, found in combination with both EF and LF, which allows binding and transportation of the other 2 toxins to and across cell membranes. In addition to the toxins, there are several other virulence factors, including an antiphagocytic capsule. Anthrax is not transmitted person to person, but patients should be isolated with droplet precautions as part of standard febrile respiratory infection precautions until the cause of their illness is confirmed. Patients with cutaneous anthrax require contact precautions. Decontamination should include removing clothing and jewelry and washing skin with soap and water. Caution must be exercised not to generate secondary aerosols when handling contaminated clothing items. Environmental contamination from patients exposed to an aerosol of Bacillus anthracis spore can be performed with a 0.5% hypochlorite bleach solution. This procedure is not sufficient for site decontamination after the release of Bacillus anthracis spores, because much more extensive decontamination is required. [15] [16] [17] Plague Plague is caused by Yersinia pestis, a nonmotile, gram-negative, bipolar coccobacillus that can be found worldwide. 7, 18, 19 Human infections occur in nature regularly, and plague is endemic in regions such as the southwest United States. Yersinia pestis virulence factors include: V and W antigens, lipopolysaccharide endotoxin, capsular envelope (antiphagocytic), coagulase, and fibrinolysin. The natural reservoir for Yersinia pestis is rodents and the vector to humans is the oriental rat flea (Xenopsylla cheopis). Plague is highly communicable in the pneumonic form and may present as any of the following clinical syndromes: bubonic plague, primary pneumonic plague, primary septicemic plague, plague meningitis, plague pharyngitis, pestis minor, and subclinical infection. Aerosolized Yersinia pestis likely produces a clinical presentation identical to pneumonic plague. However, Yersinia pestis does not produce spores and is susceptible to destruction by drying, heat, and ultraviolet light, therefore making it significantly more challenging to weaponize it then anthrax. It is more readily transmitted via an infected vector, such as the oriental rat flea, or by person-to-person transmission. The incubation period depends on the clinical presentation; bubonic plague takes 2 to 8 days and pneumonic plague as short as hours to 3 days. Isolation for plague requires droplet precautions until 48 hours of effective antibiotic therapy. Decontamination is not required specifically for plague. Health care institutions should follow their usual procedures for cleaning after patient discharge from a room.
Tularemia Francisella tularensis is the organism responsible for causing tularemia; it has often been associated with rabbits and various rodents and is occasionally referred to as rabbit fever and deer fly fever. 7, [19] [20] [21] Francisella tularensis is a fastidious, small gram-negative, facultative intracellular coccobacillus able to live in soil, water, and decomposing carcasses for long periods. Francisella tularensis can be transmitted by direct contact with mucous membranes, cutaneous inoculation through broken skin or bites from infected ticks (or other arthropods), ingestion and inhalation (although human-to-human transmission has not been reported 20 ). As discussed further in the epidemiology section, tularemia has been previously used as a biological weapon. The mode of deployment as a biological weapon in the past has often been through infected vectors 22 ; however, a modern bioterrorist would most like deploy the agent via aerosolization and it could present as: primary pneumonic tularemia (inhalation), oculoglandular tularemia (eye contact), ulceroglandular (broken skin contact), or oropharyngeal (mucous membrane contact without deep inhalation). Tularemia is not communicable between humans, so specific isolation is not required; only standard universal precautions should be used. Decontamination for aerosolized exposure should involve remove clothing and jewelry and washing the skin with soap and water.
Q fever The only category B bacterial organism to receive any extensive discussion in this article is the zoonotic rickettsial organism Coxiella burnetii, the causative agent of Q fever in humans. [23] [24] [25] Coxiella burnetii is a small, obligate intracellular, gramnegative highly pleomorphic coccobacillus. It has a typical gram-negative cell wall structure, but does not stain well with Gram stain although it can be seen with a Gimenez stain. Coxiella burnetii has 2 morphologic forms: large and small cell variants. The small cell form is the extracellular form, which is metabolically inactive and resistant to chemical agents as well as environmental and physical conditions. The large cell variant is the metabolically active and pathogenic intracellular form. The disease is called Q fever for query fever, because the causative organism had not been identified at the time of the first documented large outbreaks. Q fever occurs worldwide and is associated with contact with sheep, goats, or cattle, particularly during birthing when placental exposure occurs. Human infection is through the inhalation of aerosolized organisms from infected animals. Coxiella burnetii is highly infectious to humans, and its sporelike small cell variant form makes it a potentially viable biological weapon. Most human cases of disease are zoonoses, with human-to-human infection only rarely reported; therefore, only standard infection control precautions are required in the clinical setting. However, Coxiella burnetii is highly infectious from culture and therefore should always be handled under biosafety level 3 conditions. Environmental decontamination should a culture spill or bioterrorism release occur is difficult given the highly resistant features of the small cell variant. 23 Other bacterial agents In addition to the bacterial agents already discussed, there are several other potential organisms that could be used as bioweapons (see Table 1 ). [24] [25] [26] Rickettsia prowazekii is the causative agent of louse-borne typhus and, similar to Q fever, efforts have been made in the past to develop it into a bioweapon. Brucella sp are small, aerobic, intracellular gram-negative coccobacilli, which cause primarily zoonotic infections in sheep, cattle, goats, and other animals. Brucellosis can manifest as either Christian systemic or localized infections and is acquired by contact with or ingestion of fluids from infected animals, particularly by the consumption of unpasteurized milk or cheese. Brucella suis was reportedly weaponized by the United States, and possibly other countries, in the past. 24 The organism was to have been aerosolized from a bomb.
Burkholderia pseudomallei is a gram-negative, facultative anaerobic, motile bacillus that causes melioidosis. There are naturally occurring cases of melioidosis in Southeast Asia and Australia yearly. The disseminated form causes an acute illness, with high mortality. The disease is also known to cause abscesses, which, in some cases, do not present until many years after the initial exposure. Burkholderia mallei is a gram-negative, aerobic, nonmotile bacillus that causes glanders. It exists only in living organisms and cannot survive in the external environment. Glanders usually presents in humans as a nodular disease with regional lymphangitis; however, systemic dissemination of the organism does occur on occasion, producing septic shock, potentially leading to death. Control measures have led to the eradication of glanders from most countries in the world, with the exception of ongoing zoonotic endemics in parts of the Middle East, Asia, Africa, and South America. Both Burkholderia sp tend to be transmitted to humans through inoculation via a break in the skin, although inhalation is occasionally also a means of human infection. Both organisms have been studied, and reportedly developed, as biological weapons in the past by the Germans and Russians. 26 Given the possibility of human-to-human transmission, droplet precautions should at least initially be used for patients with systemic or pulmonary involvement. The more significant transmission risk is from cultured organism, and therefore, any cultures should be managed in a biosafety level 3 laboratory.
Viral
Smallpox Once believed to be a disease of the past, smallpox is now one of the most significant bioterrorism threats to the world. 7, 19, [27] [28] [29] There are no animal reservoirs for smallpox and the last naturally occurring case was in Somalia in 1977. 28 Smallpox is caused by the DNA variola virus, a member of the genus Orthopoxvirus (family Poxviridae), which also includes Molluscum contagiosum, vaccinia (virus used in the smallpox vaccine), and monkeypox. A large vulnerable population has existed since smallpox vaccination was stopped in the late 1960s and early 1970s. Variola is highly communicable, and can be transmitted by airborne, droplet, and fomite (bed linen and clothing) transmission in addition to direct contact. Infection starts in mucosa of airway, then the virus replicates in regional lymph nodes before subsequently resulting in an asymptomatic primary viremia 3 to 4 days after infection with spread to the bone marrow, spleen, and lymph nodes. Secondary viremia occurs (day [8] [9] [10] [11] [12] , in which the virus localizes in the dermis and oropharyngeal mucosa and is marked by the onset of symptoms and infectivity. Five clinical syndromes of variola infection are seen: classic (unvaccinated only), modified (vaccinated or unvaccinated), flat (vaccinated or unvaccinated) hemorrhagic, and variola sine eruptione (vaccinated only).
Variola has several features that make it a potentially good bioweapon, including the ability to be made into a lyophilized form, which can be aerosolized and is heat resistant (Box 2). However, the virus is easily killed, even in the lyophilized from, by ultraviolet light and disinfectants. The primary concern related to smallpox as a bioterrorism agent is that it was produced in large quantities as a bioweapon by the Soviet Union and the security of its viral stock remains uncertain after the collapse of the superpower. 29 Mathematical models 30 suggest that even a moderate-sized attack infecting 100 to 1000 people would lead to a massive global pandemic that would require significant interventions to control, which in turn would carry with them significant economic and civic ramifications. 31 Airborne and contract precautions should be used to manage patients with smallpox. Clearly, in a large-scale attack or outbreak, isolation of all patients in negative pressure rooms would not be feasible. All fomites (bed linen and patient clothing) should be transported in sealed biohazard bags and autoclaved before washing or incineration. Standard hospital procedures for room cleaning can be followed once a patient has been discharged from the room.
Viral hemorrhagic fevers Viral hemorrhagic fevers (VHF) ( Table 2 ) are a group of infections caused by 4 families of RNA viruses (Arenaviridae, Bunyaviridae, Filoviridae, and Flaviviridae), which are believed to primarily exist within animal or arthropod reservoirs, but occasionally infect humans. 7, 19, 32 Each virus is generally contained to a specific geographic region. All of the viruses have in common that they attack the vascular endothelium, leading to vascular leak and potentially producing shock or coagulopathies. With the exception of hantavirus, natural transmission is primarily by respiratory droplets and body fluids but not by airborne aerosol. Aerosol transmission of hantaviruses from the urine of rodents has been well documented. Most secondary (humanto-human) transmission of VHF is to family members or health care workers caring for patients with VHF. The primary mode of transmission in these cases is direct contact with infected body fluids and percutaneous exposures. However, questions still remain regarding the possibility of aerosol transmission, particularly for Lassa fever or from aerosol-generating procedures. 33 Several of the VHF viruses have reportedly been weaponized by the Russian and the US militaries. Isolation for all VHF is strict droplet and contact precautions. Patients who are end stage or have significant pulmonary involvement may warrant airborne isolation in a negative pressure room, if available. For specific details regarding isolation and environmental decontamination procedures for VHF, see the CDC's Interim Guidance for Managing Patients with Suspected Viral Hemorrhagic Fever in US Hospitals, available online at http://www.cdc. gov/HAI/pdfs/bbp/VHFinterimGuidance05_19_05.pdf (Accessed January, 2013). In addition to clinical infection control precautions, it is important to minimize risk to Box 2 Why smallpox is a good candidate as a bioterrorism agent 1. It is transmissible by the aerosol route, both in a weaponized from and from infected to susceptible persons.
2. It is heat stable in a lyophilized form.
3. The populations of most countries contain a high proportion of susceptible persons.
4. Smallpox is associated with high morbidity and about 30% mortality.
5.
There is a significant psychological fear of smallpox among both the public and health care workers.
6. Initial diagnosis of cases of the disease may be delayed, given that it has not been seen clinically for more than 20 years.
7. Other than the vaccine, which may be effective only in the first few days after infection, there is no proven drug treatment for clinical smallpox. the laboratory and other health care workers by strictly limiting the number of samples and blood work collected.
Fungi
No fungal organisms are currently on the CDC list of category A or B agents, although it could be argued that some should be considered as potential category C agents. 34 Coccidioidomycosis is caused by the soil-borne spore-forming organisms Coccidioides immitis and Coccidioides posadasii found in the Americas. These organisms typically cause a self-limited respiratory illness in immunocompetent individuals. Coccidioidomycosis is typically transmitted by inhalation, particularly after events such as earthquakes or dust storms, which generate airborne particulate mater from the soil. Human-to-human transmission does not occur. Overall, the long incubation period and mild clinical presentations in most individuals make Coccidioides an unattractive agent as a bioweapon. However, given the ease of access to the organism and its natural propensity for aerosol transmission, its potential use should not be ignored. Keeping an open mind about possible future bioterrorism agents is essential if we are truly going to be prepared. 10 
Biological toxins
Technically toxins are chemicals but because of their source (living organisms), biotoxins are typically classified as biological weapons. 7, 19, 24, 35 The CDC list of potential bioterrorism agents (see Table 1 ) includes several toxins. In addition, there are several other toxins that also have the potential to be used as agents of bioterrorism (Box 3). Toxins can be deployed via aerosol dispersal devices or by contaminating food sources and have been used as bioweapons in the past ( Table 4) . To be effectively deployed as an airborne agent, the toxin must be 1-3 mm for optimal aerosolization.
Ricin Ricin is a protein toxin obtained from the organism Ricinus communis (castor beans). Castor beans are available worldwide and ricin is a natural by-product produced in the processing of castor beans to castor oil. The waste products resulting from the processing of castor beans contain approximately 5% ricin. 24 In its pure form, ricin is a white powder that is soluble in water and stable over a wide range of pH. Chemically, ricin is a glycoprotein lectin with A and B chains joined by a disulfide bond. The B chain binds to galactose-containing proteins and lipids on cell surfaces, causing direct membrane damage and release of cytokines, whereas the A chain inhibits eukaryotic ribosomes by removal of adenine from the 28 rRNA loop in the 60 subunit, therefore stopping protein synthesis, leading to cell death. Ricin is less toxic by weight compared with botulinum toxin or staphylococcal enterotoxin type B (SEB), but is more readily available and easy to produce in large quantities than either of these agents. Ricin can be deployed as a bioweapon via several routes, including inhalation, ingestion, or injection. Clearly, as a bioterrorism agent with the intent to cause mass casualties, inhalation or ingestion is more likely than injection. After exposure, decontamination should include removal of clothing and jewelry, washing with soap and water, followed by rinsing with copious amounts of water.
Clostridium botulinum toxin (botulism) Botulinum toxin is the most poisonous substance known to man with a dose lethal to half those exposed (LD 50 ) of 1 ng/kg. Clostridium botulinum is a gram-positive, spore-forming, anaerobic bacillus found in soil and water globally. Rarely, the toxin is also produced by Clostridium butyricum and Clostridium baratii. Botulinum toxin is produced in pharmaceutical grade and is commercially available for cosmetic and other medical purposes. Seven types of toxins exist and are identified as types A to G, with A, B, and E causing most cases of human disease. The toxin contains 3 chains (heavy, light, nontoxic hemaglutinin). The heavy chain permits the toxin to bind with the cell, and the light chain contains zinc-dependent endopeptidase, which stops calcium release. Botulinum toxin binds to peripheral presynaptic cholinergic terminals (including muscarinic and nicotinic) and blocks the calcium-dependent exocytosis process. The central nervous system is not affected by the toxin.
Botulism is most often considered a food-borne illness, given that most of the naturally occurring cases are the result of ingesting contaminated food products. Other naturally occurring forms of toxicity are wound botulism (soil-contaminated wounds) and infantile botulism (ingestion of spores). The spores themselves are heat resistant, tolerating temperatures up to 100 C, but the toxin itself denatures and becomes inactivated with even brief exposures to temperatures higher then 85 C. Use as a potential bioweapon includes contaminating food sources or via aerosolization. However, the toxin quickly degrades when exposed to environmental conditions, thus limiting its usefulness as a bioterrorism agent. Botulinum toxin cannot cross the skin but can be absorbed by mucous membranes. Should exposure to the toxin occur via aerosolization, decontamination should include removing clothing and jewelry, washing with soap and water, and rinsing with copious amounts of water. Wash contaminated surfaces with a 0.1% hypochlorite bleach solution to destroy the toxin.
Micotoxins Several hundred varieties of toxins are derived from fungi, with the trichothecenes and aflatoxins being most concerning. Aflatoxins are produced by Aspergillus flavus or Aspergillus parasiticus and are common contaminants in harvested food. Aflatoxins bind to and damage DNA and cellular proteins. Trichothecenes are produced by a large number of fungi including: Fusarium, Stachybotrys, Trichoderma, Myrothecium, and Cephalosporium. The most likely toxins from the class trichothecenes to be used as bioweapons are: T2 (trichothecene) and deoxynivalenol (vomitoxin). T2 causes skin irritation/pain and can be absorbed through the skin or inhaled, and then disseminated systemically, binding to peptidyltransferase inhibiting protein synthesis. It also interferes with DNA polymerase and monoamine oxidase. The organs affected first are those are with rapidly reproducing cell lines (GI tract, bone marrow, and skin) as well as impairing proteins involved in coagulation and the Krebs cycle. In addition, the breakdown of serotonin, epinephrine, and norepinephrine is impaired. T2 is a yellow droplet in appearance. Should exposure occur, decontamination includes removal of clothing and jewelry, scrubbing the skin with soap and water, and isolating clothing or other contaminated objects.
Staphylococcal enterotoxins Staphylococcal enterotoxins are heat-stable toxins produced by the common Staphylococcus aureus bacteria. There are more than 20 types of enterotoxins, with type A commonly known for causing food poisoning and type F causing toxic shock syndrome. The genes for staphylococcal enterotoxins are found on plasmids and bacteriophages, allowing transfer between different strains. SEB can be aerosolized and has been studied as a potential incapacitating biological agent. SEB is a superantigen, which produces massive stimulation of T cells and cytokine storm, which is rarely fatal but is significantly incapacitating to the victim. If there is exposure, decontamination requires removing clothing and jewelry, followed by washing skin with soap and water.
Clostridium perfringens epsilon toxin Clostridium perfringens is an anaerobic, grampositive, spore-forming bacillus that is found in soil in all parts of the world. Clostridium sp produce several toxins, one of which is the epsilon toxin, which commonly causes food poisoning. Similar to SEB, epsilon toxin could be another potential incapacitating bioweapon.
Insects
Insects were some of the earliest bioweapons ever used against an enemy (see Table 4 ). 6, 22 There are 3 potential ways to use insects in bioterrorism: direct attacks, agents of agroterrorism, or as vectors of disease. Direct attacks most often use stinging insects and have been used in the past to defend fortifications and rout enemies from entrenched positions (the bee hive in the log, as seen in cartoons). Another insect that has been studied by the Indian military as a potential bioweapon is the Paederus beetle, found in the Middle East, which produces the toxin pederin. Pederin is potent, causing intense pain, festering lesions, and blindness if it contacts the eyes. Ingestion of the beetle can be lethal, as is injecting pederin into the bloodstream.
Agroterrorism is "the deliberate introduction of an animal or plant disease as well as damage to crops and livestock with the goal of generating fear, causing economic losses and/or undermining social stability." 6 An example of insects used as an agent of agroterrorism is the medfly (Ceratitis capitata), a fruit fly found in parts of the world but not the United States. Their larvae eat many plants, causing significant crop destruction. In 1989, a group threatened to release medflies in California if the government did not stop a pesticide-spraying program. If the insects had been released, the estimated damage to the economy would have been $13.4 billion. 6 Insects can be used in bioterrorism as disease vectors. Table 3 lists potential vector-borne diseases of concern.
EPIDEMIOLOGY It is challenging to describe the epidemiology of agents of bioterrorism in the traditional manner for several reasons. First, as discussed in the introduction, theoretic risks are largely being discussed, with many unknown factors involved. Further, given that most of the work done in the area of bioweapons has been conducted by military or state organizations, only a small percentage of the overall activities have been publically reported. To provide the best possible overall perspective on the epidemiology of bioterrorism agents, Table 4 offers a comprehensive overview of past use of bioweapons as compiled from several sources. 1, 4, 6, 7, 13, 19, 22, 24, [35] [36] [37] In addition to the general risks discussed in the introduction, academic health centers potentially play a unique role in the epidemiology of bioterrorism. Any public area where mass gatherings occur or any infrastructure critical for the smooth functioning of society are potential targets for bioterrorism attacks. Not only do hospitals in general, and academic health centers specifically, fit this profile, but academic health centers may also be at an increased risk because they are also potential sources of agents of opportunity (AO). The term AO is used to connote the use of a routine and unregulated chemical, biological, or radiologic agent by terrorists. 36 Table 3 Potential bioterrorism vector-borne diseases of concern for humans Vector Disease Two key features of an AO are (1) its availability, and (2) a practical means of dissemination.
Box 4 lists potential biological AOs available in many academic health centers. An AO does not have to cause significant morbidity or mortality to be effective; the psychological effects on the public and impact on society/critical infrastructure functioning are sufficient to have a serious effect.
AOs are of significant concern to law enforcement officials because potential barriers to the development of a highly effective biological weapon are the cost and expertise required to develop them, whereas AOs mitigate both of these factors. In the past, the development of bioweapons has required significant funding and labor, which typically only states can mobilize. It has been said that the US military bioweapon program employed more than 3000 staff and the USSR bioweapons sections employed more than 60,000 staff, both at costs of millions of dollars. 7 Although presenting a significant obstacle in bioweapon development, cost does not always prevent nonstate actors from pursuing bioweapons; the Aum Shunrikyo cult may have spent more than $10 million dollars in its failed attempt to develop weapon-grade anthrax. 7
DIAGNOSIS
The diagnosis, or identification, of a bioterrorism event is likely the most challenging step in the response. 38 Recognition of a bioterrorism event has 2 components: (1) identifying that an intentional rather then natural phenomenon has produced several cases of illness, and (2) diagnosing the specific organism or agent causing the illness. They may occur in either order depending on the circumstances. Bedside clinicians, specifically critical care physicians, 39 play a crucial role in both aspects of recognizing that a bioterrorism event has occurred. 2, 39, 40 Recently, a great deal of attention and money has been directed toward bioterrorism detection technologies, such as environment sampling and syndromic surveillance. However, these efforts are highly unlikely to replace the bedside clinician in recognizing the event. 2, 41 In a simulated anthrax attack designed to test the performance of a syndromic surveillance system currently in use, Nordin and colleagues 41 found that performance of syndromic surveillance varies with the infection rate. Based on their analysis in a metropolitan area if there was a release of anthrax at a large public venue, a syndromic surveillance system that monitored approximately 9% of the local population would detect the event most of the time if the infection rate was 20% and all of the time if the infection rate was more than 40%, but it would take 3 to 6 days in both situations. Therefore, these investigators concluded that "a suspicious clinician may detect the first case of anthrax before a syndromic surveillance system sounds an alarm and public health determines it is an anthrax release." 41 Identifying the important role that the beside clinician plays in recognizing a bioterrorism event is not intended to diminish or exclude the role of others in the process, especially not public health. The rapid recognition, and effective response, to a bioterrorism event requires that clinicians and public health officials work together. [42] [43] [44] In some circumstances, such as smallpox, the diagnosis of a single case triggers the alarm that a bioterrorism event has occurred. 45 However, for any of the diseases with a naturally occurring incidence, as well as with a novel organism or illness that has not yet been identified, it is the existence of a cluster of cases in a geographic area that triggers suspicion of a possible bioterrorism attack or emerging epidemic ( Table 5 ). Recognition of a cluster of patients typically requires a level of situational awareness that is beyond what an individual clinician can acquire and is usually attainable only by a regional, state, or federal public health agency depending on how widely distributed the cases are. For example, if an anthrax attack took place in a busy international airport, the cases would be widely distributed across a nation or internationally (eg severe acute respiratory syndrome [SARS]). 46 In this case, to the individual clinicians receiving the cases of inhalational anthrax, each would be an unusual, but not necessarily alarming, occurrence. However, the reporting of several cases of inhalational anthrax to a federal or international public health agency simultaneously would certainly trigger an alarm. However, we are often left with trying to distinguish between a naturally occurring event (epidemic) and an intentional event (bioterrorism).
Identification of a Bioterrorism Event Versus an Epidemic
It can be difficult to distinguish between an artificial incident (terrorism) and a natural occurrence (epidemic). 47, 48 Box 5 lists some of the characteristics that might help a This factor is in part based on the background incidence of disease in a geographic area and therefore varies from location to location as well as based on seasonal variations. For example, a viral encephalitis that is naturally transmitted by an endemic vector occurring in the summer when mosquitoes are prevalent would not necessarily raise concerns; however, a single case occurring in the winter or in a geographic area where that infection is not typically seen may raise concerns immediately. 
Box 5
Features that suggest a bioterrorism event rather than an epidemic
1. An epidemic curve that suggests a point source (common source) outbreak or extended source rather then a naturally propagated (transmitted) source (Fig. 2) 2. Identification of a cluster of cases (large numbers of patients from a similar geographic area with similar symptoms)
3. High and rapid fatality among cases 4. A large number of casualties within the first 48 to 72 hours after the attack (suggesting an attack with a microorganism) or within minutes to hours (suggesting an attack with a toxin) 5. A lower attack rate in people who were indoors than in those who were outdoors a 6. An unusually high prevalence of respiratory involvement in diseases that, when acquired in nature, generally cause a nonpulmonary syndrome distinguish between the 2 events based on epidemiologic features. Recently, Radosavljevic and Belojevic 38 have developed a scoring system to help distinguish between a bioterrorism incident and an epidemic ( Table 6 ). These investigators use an interesting approach, which scores several qualitative and quantitative features of the incident categorized under 3 groupings: person (cases), place (spatial distribution), and time. A score of 8 or higher on this system is said to suggest that an artificial (intentional or accidental) event is more likely then a naturally occurring epidemic. The questions considered in this score have to be answered at the public health level, not the individual clinician level, because they require a level of situational awareness not attainable by a clinician in a hospital. The importance of clinicians working effectively with public health agencies is further reinforced by computer modeling work by Hupert and colleagues, 49 which suggests that even minor delays in detecting (diagnosing) and initiating the response to a large-scale anthrax attack would make even perfectly executed prophylaxis campaigns ineffective in preventing the health care system from being overwhelmed by cases.
Identification of Specific Diseases Associated with Bioterrorism
As noted in the earlier discussion, identifying the disease or organism involved can be key to identifying the event as a bioterrorism incident. This section provides an overview of the clinical and investigational findings that assist in diagnosing the specific diseases. Key to any biological diagnosis are laboratory, particularly microbiological, tests. 50 Table 7 summarizes the appropriate specimens and tests for diagnosing potential agents of bioterrorism. However, as with many aspects in critical care, it is important not to be overly reliant on technology. The College of American Pathologists regularly tests the ability of laboratories to accurately diagnose, or appropriately refer to a reference laboratory, clinical potential agents of bioterrorism. 51 In their recent testing of laboratories, the College of American Pathologists found rates of acceptable identification responses were as follows: Bacillus anthracis, 90% (2007) and 99.9% (2008); Yersinia pestis, 83.8% (2007) and 87.6% (2008); and Francisella tularensis, 86.6% (2007) and 91.6% (2008) . The time interval between specimen receipt and notification of results to a reference laboratory decreased from more than 10 days in 2007 to 3 or 4 days in 2008. 51 Although the rates of appropriate diagnosis are improving, there still remains a delay in notification of the reference laboratory and a not insignificant failure rate for diagnosing category A organisms other then anthrax.
Bacterial agents
Anthrax As discussed earlier, anthrax presents as 3 typically distinct clinical syndrome: cutaneous, GI, and thoracic. 7, 11, 12, 19 Diagnosis of anthrax often involves a combination of clinical, radiographic, and microbiological data. The clinical presentation of the 3 anthrax syndromes is outlined in Table 8 . Cutaneous anthrax most often affects the hands, arms, and face. One of the main differential diagnoses for cutaneous anthrax are spider bites, and Table 9 presents clues to help distinguish between the 2. The diagnosis of cutaneous anthrax can often be made clinically followed by laboratory confirmation. Other laboratory and radiologic investigations are of limited use in cutaneous anthrax. Conversely, in the cases of GI and thoracic anthrax, the clinical presentation is relatively nonspecific, and radiologic investigations, especially for inhalational anthrax, 52 along with laboratory and microbiological testing are essential for making the diagnosis. With thoracic anthrax, sputum cultures are rarely positive but first blood cultures are almost always positive. 7 With the relatively nonspecific findings associated with thoracic anthrax, it can be challenging for clinicians to differentiate it from the more commonly seen community-acquired pneumonia (CAP). Kyriacou and colleagues 53 conducted a retrospective review of cases of bioterrorism-acquired thoracic anthrax and compared them with cases of CAP or influenza. These investigators found that the most accurate predictor of anthrax was mediastinal widening or pleural effusions on chest radiograph, which were 100% sensitive, 71.8% specific compared with CAP, and 95.6% specific compared with influenza (see Fig. 2 ). Other features more common in anthrax were: nausea, vomiting, pallor, cyanosis, diaphoresis, altered level of consciousness, and increased hematocrit level. Two groups 54, 55 have developed screening criteria to help diagnose anthrax after a known bioterrorism incident. However, a costeffectiveness analysis showed that although both criteria would have identified cases Christian Abbreviations: CT, computed tomography scan; CXR, chest radiograph; MRI, magnetic resonance imaging. a For microbiological findings, refer to Table 7 . Data from Refs. 7, 11, 12, 19, 52 of anthrax, the Mayer criteria 55 would have screened only 4 patients (cost $1900 USD), whereas the Hupert criteria 54 would have screened 273 patients ($126,025 USD). 56 Although it is rare with cutaneous anthrax, any case of anthrax has the potential to develop hemorrhagic meningitis. Therefore, any evidence to suggest meningitis should prompt appropriate investigations such as neuroimaging and a lumbar puncture.
Plague As with anthrax, the diagnosis of plague varies significantly based on the clinical syndrome as which it presents. 7, 18, 19 Plague may present as any of the following clinical syndromes: bubonic plague, primary pneumonic plague, primary septicemic plague, plague meningitis, plague pharyngitis, pestis minor, and subclinical infection. The first 3 syndromes are the most common presentations and their diagnostic features are outlined in Table 10 . Bubonic plagues is characterized by initial lymphadenitis, most commonly inguinal, followed by the development of a systemic illness, which may include secondary plague pneumonia. Primary septicemic plague is similar to bubonic plague, without the initial appearance of buboes. It remains unclear if it is the same entity with subclinical lymphadenitis or a distinct pathophysiologic process. Pneumonic plague may be primary, which presents as an acute respiratory infection, or may occur as a result of hematologic spread (secondary) from bubonic or primary septicemic plague. Hemoptysis is frequently seen with pneumonic plague and can help differentiate it from anthrax or tularemia. 7 General laboratory and radiologic investigations are nonspecific and the diagnosis is primarily made via microbiology testing (see Table 7 ). Automated culture detection systems may not detect or can misidentify Yersinia pestis, and therefore, if there is a high level of suspicion for plague, the microbiology laboratory should be made aware of this when the cultures are ordered.
Tularemia Tularemia is another disease with several distinct presentations that are variable and dependent on the mode of transmission. 7, 19 The clinical spectrum of disease includes: typhoidal, ulceroglandular, glandular, oculoglandular, oropharyngeal, and pneumonic tularemia, with the last being the most likely presentation from a bioterrorism incident. The average incubation period is 3 to 5 days, but ranges from 1 to 21 days. The pneumonic form typically presents with: fever, chills, headache, malaise, coryza, cough, chest pain, pharyngitis, abdominal pain, arthralgia, septic shock, respiratory failure, and acute respiratory distress syndrome (ARDS). The ulceroglandular form presents with cutaneous ulcers 0.5 to 3 cm with heaped-up edges and regional lymphadenopathy. Ulceroglandular infections may progress to systemic disease similar to the pneumonic form. The typhoidal form does not involve lymphadenopathy.
The typhoidal form usually involves the lung primarily, whereas the ulceroglandular form first affects the mediastinal lymph nodes, then progresses to parenchymal involvement. Microbiological testing is required to make the diagnosis, although cultures are generally low yield given the difficulty growing the organism. Therefore, alternative techniques for identification such as immunofluorescence and polymerase chain reaction (PCR) are preferred. 7 Radiologic findings are generally nonspecific, although approximately 75% of patients with tularemia present with bronchopneumonia, typically bilateral, and may develop cavities. Only approximately 33% have lymphadenopathy and pleural effusions, which is significantly lower than would be expected with thoracic anthrax. 52 Q fever Q fever, when seen in naturally occurring infections in humans, causes a spectrum of disease from asymptomatic fevers and fevers of unknown origin through to life-threatening infections, typically associated with endocarditis or pneumonia. 23, 24 The primary concern in a bioterrorism setting is inhaled Coxiella burnetii, which presents with fever and cough alone in cases of lower inoculation through to severe pneumonia and respiratory distress with high inoculums. The diagnosis of Q fever requires microbiological testing. The chest radiograph and computed tomography (CT) finding are nonspecific and consistent with any other type of pneumonia. 52 There is no significant adenopathy seen on the chest radiograph or CT, which may help to rule out anthrax.
Other bacteria The 2 other bacterial agents that are discussed are Brucella sp and Burkholderia sp. 24 Brucellosis has multiple clinical presentations and can be difficult to diagnose. Typically brucellosis infects organs (lung, liver, spleen), bone marrow, bones, or central nervous system and is an insidious infection, presenting primarily with constitutional symptoms and organomegaly. The incubation period ranges from 2 to 8 weeks. Diagnosis of brucellosis is best made by bone marrow cultures or blood cultures, although they are less sensitive. Burkholderia mallei causes the clinical disease glanders, which presents as skin nodules and lymphadenopathy after inoculation through the skin, but in a bioterrorism event with inhalation exposure, the most likely presentation would be a nonspecific systemic febrile illness, which may or may not be accompanied by a pustular rash. Burkholderia pseudomallei causes the clinical syndrome of melioidosis, a disease with a broad spectrum of presentations, including skin ulcers, pneumonia, acute fulminate sepsis, and chronic abscesses. If used in a bioterrorism setting with inhalational exposure, the acute presentation would most likely be either pneumonia or sepsis.
Viral agents
Smallpox Smallpox can present as 1 of 5 clinical syndromes (Table 11) : classic, modified, flat, hemorrhagic, and variola sine eruptione. 7, 19, 28 The primary challenge in the diagnosis of smallpox is the lack of clinicians who have experience with the disease. The CDC has published a case definition to aid in the diagnosis of cases (Box 6). Classic smallpox begins with a prodrome of fever and constitutional symptoms. After 2 to 4 days, the rash begins to emerge, initially as small red spots in the mouth and throat, which develop into sores that erupt and discharge virus, making the patient highly infectious at this point. At about the same time that the sores in the mouth begin to open, a rash develops on the skin. The rash is said to spread in a centrifugal pattern, starting on the face, then spreading to the extremities. The lesions progress from macules, to papules (day 2 of rash), umbilicated vesicles (day 4-5), and pustules (day 7) before crusting over (Fig. 3) . In contrast to chickenpox (varicella), in smallpox, all the lesions progress at the same stage and the lesions are more densely concentrated on the face and extremities ( Figs. 4 and 5) . A single suspected case of smallpox is a public health emergency and the local public health agency should be notified immediately if there is a suspected case.
Imaging does not play a major role, because the respiratory symptoms tend to develop after the skin lesions. A few individuals who care for smallpox victims, or who have been vaccinated, develop a pulmonary form of smallpox without skin lesions. In these cases, chest radiography or CT may be helpful. The chest radiograph shows ill-defined nodular opacities in the upper lung fields, which may persist for months before calcifying. 52 VHF Clinical presentation of VHF depends on several factors, including specific virus, virulence of the strain, route of exposure, dose, and host factors (Table 12) . 32, 57 The general feature that all VHF have in common is that they cause microvascular damage, leading to symptoms associated with increased vascular permeability, potentially resulting in hypovolemic shock or frank hemorrhage. Medical imaging is not helpful in diagnosing these conditions, and the general laboratory findings are nonspecific, but often reveal evidence of hepatitis and hypovolemia. The specific diagnosis depends on microbiological testing (see Table 7 ).
Toxins
The diagnosis of a bioterrorism event secondary to the use of biological toxins depends on the presentation of unusual clusters of cases. Identifying the specific toxin can be challenging but the clinical presentation of some toxidromes can be useful in suggesting the agent involved. The clinical syndromes associated with ricin poisoning vary based on the mode of entry into the body. Inhalation of ricin leads to symptoms within hours, which include dyspnea, fever, cough, pulmonary edema, and chest tightness, whereas ingestion of ricin results in vomiting and diarrhea, leading to dehydration, shock, hallucinations, seizures, and hematuria. The typical onset of symptoms after ricin poisoning averages from 4 to 6 hours up to 10 hours. Laboratory findings associated with ricin poisoning are nonspecific but include metabolic acidosis, increased results for liver function tests, anemia, increased creatinine level, leukocytosis, and hematuria. Aerosolized botulinum toxin, likely to be experienced in a bioterrorism setting, produces disease that mimics food-borne, infant, and wound botulism clinically. The clinical features that are anticipated with the inhalation of botulinum toxin include descending paralysis starting with diplopia, ptosis, fixed dilated pupils, dysphagia, respiratory failure, urinary retention, and constipation. With the ingestion of botulinum toxin, the clinical features begin with GI symptoms, including nausea, vomiting, diarrhea, bloating, and pain, before the development of the paralysis. Onset of symptoms after exposure to botulinum toxin occurs as early as 6 hours after inhalation, but if ingested typically there is a 12-hour to 36-hour delay before symptoms begin. However, the onset may be delayed as much as 10 days. The diagnosis of botulinum intoxication is based on laboratory detection of the toxin in blood, food, or stool.
The clinical presentations of mycotoxins vary based on the specific toxin. Aflatoxin ingestion produces clinical features acutely, including hemorrhagic liver necrosis and pulmonary edema with chronic features, including the development of hepatic cancer. The effects and clinical presentation of inhaled aflatoxin are not known. T2 can be absorbed through the skin or inhaled. The clinical presentation in the acute phase includes pain on contact with skin or eyes, conjunctivitis, blurred vision, rhinorrhea, epistaxis, dyspnea, wheezing, tachycardia, shock, vomiting, diarrhea, erythema, and blistering. Delayed symptoms present approximately 1 week after exposure and include thrombocytopenia, neutropenia, anemia, and coagulopathy.
SEB is a superantigen, which causes massive stimulation of T cells and cytokine storm, which produces the associated clinical features. Ocular exposure results in conjunctivitis and eye swelling, whereas inhalation causes fever, chest pain, GI symptoms, pulmonary edema/ARDS, and shock. The respiratory effects may not be seen for up to 48 hours after exposure.
ANTIMICROBIAL MANAGEMENT AND VACCINATION
As with most other infectious diseases, considerations for the management of bioweapons should include consideration of (1) vaccination to prevent infection/illness, (2) treatment of infection/illness, and (3) prophylaxis after exposure to prevent clinical infection/illness. Also, as is common with most other infectious diseases, there are often several antimicrobial regimens that can effectively treat a specific bioterrorism agent, and for others there are no effective treatments. Table 13 presents the generally accepted international recommendations for vaccination, treatment, and prophylaxis of bioterrorism agents. However, clinicians should always consult the most recent guidelines published by their public health authority when making clinical management decisions regarding bioterrorism agents. In addition to the current therapies, new drugs and vaccines are being developed specifically to address the threat of bioterrorism. 58 
SURGICAL INDICATIONS AND THERAPY
With the exception of possibly cutaneous anthrax, there are no specific indications for surgical management of any bioterrorism organisms. 11 Even in the case of anthrax, surgical debridement has primarily been used for injection anthrax. 59, 60 
SUPPORTIVE CARE AND RESPONSE
Supportive care for victims of a bioterrorism event involves 2 components: the care of the individual patient and the response to a mass casualty event. Despite the heightened awareness of the potential for bioterrorist events since 2001, many hospitals remain unprepared for biological threats. A study of UK emergency departments (EDs) revealed that 24% did not have isolation facilities, and only 61% had departments with independent ventilations systems that would allow for the department to be isolated from the rest of the hospital. 61 In addition, the survey found that isolation procedures in many EDs were poor; for example, 27% would not have isolated a patient with potential SARS and 23% would not isolate a patient with chickenpox. 61 The Task Force for Emergency Mass Critical Care provides guidelines for hospitals to prepare for and manage mass critically ill casualties from events such as a bioterrorism attack. 62 Critical care physicians should be familiar with these guidelines and prepared to respond in such circumstances, because if they are not, all of their skills and knowledge for treating individual patients are of little use as the system becomes overwhelmed.
Supportive care of individual patients can generally be grouped into categories based on the class of agent involved: bacterial, viral, or toxin. Bacterial and viral agents typically produce a sepsis syndrome with vascular leak, particularly in the case of VHF, as well as variable degrees of a systemic inflammatory response. Supportive management is similar to the standard best practices for managing septic patients (Box 7). Particular attention needs to be directed toward ventilatory support, with lung protective ventilatory strategies to minimize the development or exacerbation of adult respiratory distress syndrome. Significant fluid shifts are to be expected given the vascular leak, requiring judicious volume resuscitation and cardiovascular support with vasopressors and inotropes based on goal-directed therapy.
Supportive therapy for patients involved in bioterrorism attacks with biotoxins varies based on the specific toxin. In the case of exposure to botulinum toxin, the primary support required is mechanical ventilation, hydration, and nutritional support until the paralysis resolves. Toxins such as SEB produce a response similar to sepsis and are supported by the sepsis protocols described earlier. Ricin and mycotoxins both act at the cellular level, and although supportive therapies should be attempted, they may be of little benefit in altering the outcomes for patients. For mycotoxins specifically, there may be a role for the addition of steroids as a component of supportive care. 35 
OUTCOMES
Data regarding patient outcomes after exposure to bioweapons or bioterrorism agents are, for the most part, lacking, given the paucity of cases and that most research has been carried out by government or military organizations and the results cannot be shared publically. Table 14 summarizes the published outcomes after exposure to bioterrorism agents when data are available. However, the outcomes from previous incidents, and in particular from naturally occurring illness, may not predict future outcomes, because bioterrorism agents may undergo genetic manipulation to increase Christian their virulence or introduce antibiotic resistance, which decreases the efficacy of treatments.
SUMMARY
Although to the average clinician, bioterrorism may seem to be only a remote possibility, it is not only a reality of the times in which we live but also bioweapons have been used for centuries. Critical care physicians play a critical role in the response to a bioterrorism attack, and even more importantly, in identifying that an attack has occurred in the first place. An effective response to a bioterrorism incident requires a coordinated effort between clinicians and public health. Critical care clinicians must be familiar with the diagnosis and management of the most likely bioterrorism agents, and also be adequately prepared to manage a mass casualty situation.
